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Designing and Managing Data Centers for Resilience: Demand 

Response and Microgrids
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Webinar Logistics

ÅThis webinar is being recorded. The Q&A portion will not be 

made publicly available. 

ÅYour phone will be muted throughout the webinar.

ÅEnter any questions in the Question Box throughout the webinar. 

ÅInstructions to take the quiz will be provided at the end of 

webinar. 

ÅSlides will be sent out afterwards to those who attend the entire 

webinar 
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Agenda

ÅIntroduction

ÅWhat does resilience mean for data centers?

ÅResilience and efficiency

ÅIntro to advanced strategies for data center resilience

ÅData center demand response (DR)

ÅData center microgrids

ÅNext steps toward a resilience strategy

ÅSummary

ÅResources

ÅQ&A 
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Resilience ðWhat is it? 

Å Very large-scale events (VLSEs) 

with potentially catastrophic 

impacts pose increasing risk.*

ï Can be man-made (cyber, 

electromagnetic pulse) or natural 

(hurricanes, wildfires)

Å Frequency and severity of VLSEs 

may continue to increase with 

òmalicious intentó and òclimate 

risks.ó 

The number bars, left axis, type colors, and annual cost right vertical axis of U.S. billion-dollar disasters from 1980-2018 

Source: NOAA

The ability to prepare for and adapt to changing conditions and withstand and recover 

rapidly from disruptions. Resilience includes the ability to withstand and recover from 

deliberate attacks, accidents, or naturally occurring threats or incidents.*

* Presidential Policy Directives PPD 8 & 21 2013; Grid 

Modernization Laboratory Consortium 2017; FERC 2018
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Challenges to Electric System Resilience

Natural

Hazards

High-Magnitude Earthquake

Geomagnetic Disturbance (GMD) - Severe Space Weather

Hurricanes, Wildfires, Other Severe Weather Events

Source: Electric Power Research Institute

Manmade

Hazards

Electromagnetic Pulse (EMP), Nuclear/Chem/Bio

Cyber Terrorism

Coordinated Physical Assault

Other 

Interruptions Accidents, Fuel Supply Unavailability, Public Safety Power Shutoff
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Three Complementary Pathways to Improving Resilience

Source: Electric Power Research Institute

Withstand Assess and Recover
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What is Data Center Resilience?

Reliability

ÅHow often a component or system suffers an outage or fails, e.g., MTBF

Availability

ÅHow much time power and cooling is available for IT operations

Resilience 

ÅAbove plus ability to withstand extreme, system-wide events with managed 
recovery

ÅReaches beyond the data center, e.g., ensures a durable upstream fuel supply 
chain

ÅSustains delivery of the most critical end services
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Critical Missions Demand High Resilience

ÅData centers are already sited, designed and operated for high 

reliability.

ÅHigh availability of power, cooling, networks & applications

ÅUtility & Grid Independence 

ïUninterruptible power supplies (UPS), on-site generation, e.g., diesel 

generatorsand thermal storage are commonly used.
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Mission Critical Power Availability

Å Redundant electrical system, e.g., 

2N

ÅDual Path Power ðGrid and 

UPS/Generator

Image Source: Aruba S.p.A
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Mission Critical Cooling Availability

Å Redundant chilled water system

ÅMay have redundant water 

supply
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Data Center Availability: Tier Classifications

ÅTier 1= Non-redundant capacity components, single uplink and servers 

ÅTier 2= Tier 1 + redundant capacity components 

ÅTier 3= Tier 2 + dual-powered equipment and multiple uplinks

ÅTier 4= Tier 3 + all components are fully fault-tolerant and dual-powered, 

including uplinks, availability storage, chillers, HVAC systems, servers, etc.
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What Tier Is Best?

Å Carefully evaluate applications: What is really needed?

ï Not all data center applications are critical, especially for a short interruption.

Å Higher tiers add cost, complexity

ï Higher energy cost due to redundant systems operating in parallel at low load

ÅTiers donõt guarantee availability

ï Can still have fuel contamination, broken fuel or water pumps, etc.

ï Slow breaker can turn brief outage into a data center crash

Å Many examples of data centers without redundant systems, UPS, generation and even 

compressor-based cooling

ïNational lab HPCs

Resilience strategies can be different

ï Data centers can have low-tier availability but still be resilient ðe.g., if they can òfail overó or transfer IT 

load to another facility unaffected by large-scale events.

ï More diversity in location and power/fuel supply = greater resilience.
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Beyond Tiers: Mission Critical Network & Application Availability

Image Source: Amazon Web Services

Reliability is often not about a single facility. 
Å Networking and failover among multiple data centers can be very cost effective

Å òAvailability zonesó feature one or more data centers linked in a given geographic region to allow 

replication of applications and data across physically separate data centers. Failure of any one 

data center leaves up-to-date copies or òinstancesó of those services available at other data 

centers.

ÅParallel data processing

ÅIT/data failover from one DC to 

another

ÅOther forms of networked 

redundancy (asynchronous, cloud)



15U.S. DEPARTMENT OF ENERGY       OFFICE OF ENERGY EFFICIENCY & RENEWABLE ENERGY

Can Resilience Be Synergistic With Efficiency?

ÅEfficiency is a resilience strategy, but EE and resilience can sometimes 
be in tension.

ÅStrategies that boost efficiency can support resilience:
ïSmart air management - optimizing fan and cooling energy while improving reliability

ïBack-up cooling and generation can be minimized, given lower demand

ïWider environmental envelopes (w/more robust IT equipment) allow for greater 
efficiency and continued operation under compromised conditions, e.g., failure of 
compressor cooling.

ïData Center Infrastructure Management (DCIM) can detect faults and provide early 
warning of potential problems.  Can also help segregate loads by mission criticality.

ÅSimple systems (e.g., no compressor cooling) are generally more efficient 
and can be more reliable by reducing chances of human error.
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Beyond Redundancy: Two Advanced Resilience Strategies

Demand Response (DR)

ÅControlled changes in electric usage:

ÅLower electricity use at times of high 
prices or when system reliability is 
jeopardized.

ÅIncrease electricity use when prices are 
low (e.g., batch loads).

ÅMultiple choices of mode, timing and 
magnitude of load change

ÅEspecially effective in conjunction with 
microgrids and variable supply resources.

Microgrids

ÅA bounded, local energy system capable 
of operating in isolation of the grid (e.g., 
control and balancing of loads, gen and 
storage). 

ÅMany components already deployed in 
data centers.

ÅAllowsòarbitrageó among multiple 
resources

ÅGiven the high value of redundancy and 
availability, data centers are a good 
target for microgrids.
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Demand Response as a Strategy for Resilience 

in Federal Data Centers

Rish Ghatikar and Mukesh Khattar, Electric Power Research Institute (EPRI)
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Context and Problem Statement: Demand Response (DR)

1. Traditional DR has focused on managing peak 

electricity usage.

2. Increasing proliferation of variable renewable 

generation and advanced communications and 

control technologies are enabling fast-responding 

DR resources.

3. Large energy consuming customers (e.g., 

industrial facilities) commonly contract with 

system operators for interruptible electricity in 

exchange for lower electricity rates.

Changes in electric usage by demand-side resources from their normal consumption 

patterns in response to changes in electricity price, incentives to lower electricity use at times 

of high wholesale market prices or when system reliability is jeopardized.*

Evolution of òFlexible 

Power Useó

* Federal Energy Regulatory Commission (FERC)
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1. Energy Efficiencyprograms reduce overall electricity consumption, generally 

also at times of peak demand.

2. Price Responseprograms move consumption from times of high prices to 

times of lower prices (real time pricing or time of use) ðcan address 

transmission distribution congestion management.

3. Peak Shavingprograms require more response during peak hours and focus 

on reducing peaks on high-system load days ðcan address transmission & 

distribution congestion management.

4. Reliability Response(contingency response) requires the fastest, shortest 

duration response. Response is only required during power system òevents.ó 

This is new and slowly developing.

5. Regulation Responsecontinuously follows minute-to-minute commands 

(sub-minute telemetry) from the grid in order to balance the aggregate 

system load and generation. This is also very new and appears to be very 

promising for certain loads.

Expanding Demand-Side Management Objectives

Adapted from:  Demand Response Spinning Reserve Demonstration Project, Consortium for Electric Reliability Technology, LBNL, Joseph Eto presentation October 19, 2009 

(http://certs.lbl.gov/certs -loadkey-drsrdp.html). 
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